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Research Process
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Former Research

Medical device cybersecurity: Framework
and challenges with Cybersecurity Act,
Radio Equipment Directive, NIS Directive

New regulatory challenges: Cybersecurity of
medical devices in MDR vs AI Act proposal and
NIS2 Directive (incident notification & overlaps)

Sustainable Development Goals and medical device cybersecurity
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Current Research

New regulatory challenges: Cybersecurity of
human enhancement medical devices in MDR
vs EHDS proposal and Data Act proposal

Transatlantic Technology Law Forum:
Comparative study of legal frameworks for AI-based
medical device cybersecurity (regulatory analysis)
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Relevant EU Legal Framework, 
Guidance, and Forthcoming Reforms
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NIS(2) DIRECTIVE

CYBERSECURITY ACT

GDPR

MDR

Data Act (Proposal)

MD Cybersecurity Relevant EU Laws

(+ guidance and soft law)

Shapenlined on Unsplash

AI Act (Proposal) 

EHDS (Proposal)
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Pietro Jeng on Unsplash

MDR

Safety and performance requirements

Safety and effectiveness; Risk-management
system (incl cybersec); design requirements

Software (repeatability, reliability, performance;
IT security, IT network, hardware)

Across the whole lifecycle of the device
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Pietro Jeng on Unsplash

NIS2 Directive

General safety and performance
requirements

Healthcare = critical sector
Medical device manufacturers = incl. Annex II

Cybersecurity risk management measures

Reporting obligations
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Pietro on Unsplash

AI Act proposal

May apply to medical devices and safety
components thereof

Accuracy, robustness and cybersecurity

Serious incident notification
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EHDS proposal

May apply to medical devices inasmuch EHR
systems (?)

Cybersecurity requirements for EHR systems

Secure processing environment



20

Data Act proposal

May apply to medical devices relevance to
business to government data sharing

cybersecurity and public
emergencies
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Beyond the EU: International 
Guidance and Soft Law
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Japanese Pharmaceutical and Medical Devices
Agency (2015) Ensuring Cyber Security of Medical
Devices in 2015 (PMDA, 2015; 2018; 2022).

Medical Device Network Security Registration on
Technical Review Guidance Principles (2017).

Federal Office for Information Security
released its Cyber Security Requirements for
Network-Connected Medical Devices (BSI, 2018)

Standard technical references
on Medical device cybersecurity (SSC, 2018).

French ANSM guidelines on the cybersecurity of
medical devices integrating software during their life
cycle; (ANSM, 2019)

National Guidance

Health Premarket Requirements for
Medical Device Cybersecurity (Health Canada,
2019).

Australian Department of Health and Aged
Care Therapeutic Goods Administrations
guidance documentation (TGA, 2019, amended
throughout the years) / consumer information,
guidance for industry, and information for users.

health authority principles and practices
on medical device cybersecurity in 2020.
(ENVISA, 2020).

Saudi Arabia: initiatives for upcoming guidance
(SFDA, 2019).
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Supra-national Guidance 
(IMDRF)
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Beyond the EU: the US (focus)
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MD Cybersecurity US references

Shapenlined on Unsplash

Section 3305 of the
Consolidated
Appropriations Act of 2023

General principles for
Networked Medical Devices
Containing Off-the-Shelf
Software (2005)

Guidance for Premarket
Submission and Postmarket
Management of Cybersecurity
in Medical Devices (2014 and
2016)

Content of Premarket
Submissions for Management
of Cybersecurity in Medical
Devices (2018)

Cybersecurity in Medical
Devices: Quality System
Considerations and Content
of Premarket Submission
(2022)
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Preliminary Findings and Conclusion
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Literature Review (EU-US)

Medical device law & cybersecurity in the US;

Different legal aspects treated:

- statutory and regulatory gaps on cybersecurity,
patient privacy and safety.

- comparison UE-EU cybersecurity requirements.

- broader topic of healthcare cybersecurity; or very
specific topic

- Link with critical infrastructure protection;

- best practices; legacy medical devices;

- liability

Medical device law & cybersecurity in the EU
Different legal aspects treated:

- Interplay with other legal acts with cybersecurity
requirements

- liability

- cybersecurity certification

- technical aspects

-

- (ongoing review)
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Preliminary Findings

Literature review shows marginal attention
to regulation of AI-related aspects and
medical device cybersecurity

Regulatory environments have with
similarities (risk-based approach)

and differences (FDA vs EU/MDCG/EMA;
US vs EU level; device classification; device
surveillance)

Next steps: how does
these impact to
cybersecurity
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